Ilenaroram 06 uHgpopManuoOHHOI 0e30MaACHOCTH
Korga peusr 3axomut 00 mHGOpPMAIMOHHOW OE30MAaCHOCTH, OOBIYHO MBI HAaYMHAEM IyMmaTh O
KOMIIBIOTEpAX, CETSAX, HHTEPHETE U Xakepax. Ho mist oOpa3oBarenbHOM cpepl MpodieMa CTOUT IIHpe: B
OTPaXKJACHUH y4Yallerocs oT nH(OopMaIuu, KOTopas MOKET HETaTUBHO TOBJIMSTH HAa €ro (OpMUPOBAHHUE
U pa3BUTHE, TO €CTh O PONAraH/e pPa3InIHON HAPABICHHOCTH.

ITonsitue nHGpopManHOHHOI 0e30aCHOCTH
Ilon wuHPOpPMaLMOHHONW O0€30IaCHOCTBIO IMOHMMAETCS 3aLUIIEHHOCTh HH(OPMAIMOHHON

CHCTEMBI OT CIY4alHOrO WU IPEIHAMEPEHHOI0 BMEUIATENbCTBA, HAHOCALIErO yepO BiafenblaM uin
H0JIb30BaTEISIM HH(POPMALIHH.
Ha npakTike Ba)KHEHIIUMHE SBISIOTCS TPH aCHeKTa HH(POPMAIIMOHHOMN 0€301MacHOCTH:

e JIOCTYIHOCTb (BO3MOKHOCTh 3@ pa3yMHO€ BpeMsl ITOJIyYUTh TpeOyeMyto HH(OPMALIMOHHYIO YCIIYTY);

e I[EJIOCTHOCTh (AKTyaJJbHOCTh W HENPOTHBOPEYMBOCTh HH(MOpMAIMM, €€ 3allUIIEHHOCTh OT

paspylLleHNs] U HECAHKIIMOHUPOBAHHOTO U3MEHEHHU);

e  KOHHUICHIMAIHHOCTH (3alIMTa OT HECAHKIIMOHUPOBAHHOTO TIPOUYTCHHUSA).
Hapymenust 10CTYIHOCTH, LEIOCTHOCTH U KOH(UIACHIMAIBHOCTH MH(POPMALIUU MOTYT OBITh BbI3BAaHbBI
Pa3IUYHBIMU ONACHBIMU BO3JEHCTBUSAMU Ha UH(OPMALIMOHHBIE KOMIIBIOTEPHBIE CUCTEMBI.

OcHoBHbIE YTpo3bl HHGOPMAIMOHHOM 0€30I1aACHOCTH
CoBpemeHHass HHPOPMALIMOHHAS CHCTEMa MPEICTABIsAET COOO0M CIOXKHYIO CUCTEMY, COCTOSILYIO

13 OOJIBIIOrO YKciIa KOMIIOHEHTOB PA3JIMYHON CTENIEHU aBTOHOMHOCTH, KOTOPbIE CBA3aHbI MEXAY COO0M
U oOMeHHMBarOTCs JaHHBIMU. [IpakTHdyecku KakIbplii KOMIIOHEHT MOXKET IOJBEPrHYTbCS BHEIIHEMY
BO3/ICUCTBUIO WJIM BBIUTH M3 CTPOs. KOMITOHEHTHI aBTOMAaTH3UPOBAaHHON HH(OPMAIIMOHHON CHCTEMBI
MOYKHO pa30uTh Ha CJIEAYIOIINE TPYIIIBL:
Annapamuule cpeocmea. DTO KOMIBIOTEPHl M HX COCTaBHbIE 4YacTU (IPOLECCOPbI, MOHUTOPBI,
TEepMUHAJIbI, IepuepuitHble YCTPOMCTBA — IPUHTEPBI, KOHTPOJUIEPHI, KaOeNu, TUHUU CBSA3U U T.1.);
Ilpozpammnoe obecneuenue. 310 IPUOOPETEHHBIE MPOrPAMMBbI, UCXOJHbIE, OOBEKTHBIE, 3arPy30UHbIE
MOJIyJIH; ONEpallMOHHbIE CUCTEMbI U CHCTEMHbIE MPOrpamMMbl (KOMIMISATOPHI, KOMIOHOBILIUKU U Ap.),
YTUIIUTBI, AMATHOCTUYECKUE IPOTPaMMBbI U T.1I.;
/Jlannvle, XpaHuMble BPEMEHHO M TOCTOSHHO, Ha JAMCKax, (UIdIIKAX, MeYaTHbIE, apXUBbI, CUCTEMHBbIE
KypHaJIbI U T.1.;
Ilepconan. Ilonp3oBareny, CHCTEMHBIE AIMUHUCTPATOPBI, IPOIPAMMHUCTBI U JIP.
OnacHble BO3JCICTBUS Ha KOMIIBIOTEPHYIO HH(POPMAIMOHHYIO CHCTEMY MOKHO MOJpPa3AeIuTh Ha
CIIy4aliHbIE M TpeJHAMEpPEHHbIE. AHaJIN3 ONbITA NPOCKTUPOBAHUS, WU3TOTOBIEHUS M DKCIUTyaTallMH
MH(OPMALIMOHHBIX CUCTEM IOKA3bIBACT, 4TO MH(OpMalMs MOABEPraercs pasIUYHbIM CIy4alHbIM
BO3JCICTBUAM Ha BCEX JTalax LMKJIA JKU3HM CUCTeMbl. [IpnunHamu ciydallHBIX BO3IACUCTBHUH IIpH
9KCILTyaTalliy MOTYT OBITh:

e aBapuiiHBIC CUTYyallUU U3-3a CTUXUWHBIX O€JACTBUIN U OTKIIFOUCHUN AJIEKTPOIUTAHUS;

e OTKa3bl U cOOM ammaparypsl;

e OWIMOKH B IPOrpaMMHOM OOECTICUeHHH;

e omuOKH B paboTe MepcoHana;

e IIOMEXM B JMHMSIX CBSA3M U3-3a BO3ACUCTBUN BHEIIHEW CPEIbI.
[IpennamepeHHbIE BO3JEUCTBUS — 3TO LEJICHANPABICHHBIE JACHCTBUA Hapymurens. B kadectse
HapyIIUTEIS MOTYT BBICTYNATh CIYXalllUi, TOCETUTENb, KOHKYPEHT, HAeMHUK. J(eliCTBUS HapyIIUTENs
MOTYT OBITH 00YCIIOBJIEHBI Pa3HBIMU MOTHBAMU:

e HEJIOBOJBLCTBOM CIYXAIIlETO CBOEH Kapbepoii;

e  B3ITKOIL,

e  TI00OIBITCTBOM;

e KOHKYPEHTHOM 00phOOii;

e CTPEMIIEHHEM CaMOYTBEPAUTHCS JIFOOOH IICHOM.
MO’KHO COCTaBUTh TMIIOTETUYECKYIO MOJEIb NOTEHINAIBHOIO HAPYILHATEIIS:

e  KBaNU(UKAIM HAPYIIUTENS Ha YPOBHE pa3paboTUMKa JaHHOW CHCTEMBI;

e  HapYyLIUTEJIEM MOXET ObITh KaK IOCTOPOHHEE JIUIIO, TAK U 3aKOHHBIN M0JIb30BATENIb CUCTEMBI;

e  HApPYIIUTEIIO U3BECTHA UHPOPMALIUS O IPUHIUIAX paObOTHI CUCTEMBI;

e HAPYIIUTENh BHIOWpaET HauboJee ciradboe 3BeHO B 3aIHTE.



Haubonee pacnpocTpaHeHHBIM W MHOTOOOPa3HBIM BHJIOM KOMITBIOTEPHBIX HapyLIeHUH SIBISETCA
HECAaHKIIMOHUPOBAHHBIA JOCTYN. HecaHKIMOHMPOBAHHBIA JOCTYN HCHOJB3YET JIOOyI0 OLIMOKY B
CHCTEME 3aIlUThl U BO3MOXKEH IpPHU HEPALUOHAIBHOM BBIOOPE CPEICTB 3allUTHl, UX HEKOPPEKTHOU
YCTaHOBKE U HACTpOIKe.
[IpoBeneM KiacCHpUKAIMIO KaHAJIOB HECAHKIMOHMPOBAHHOTO JIOCTYNA, IO KOTOPBIM MOKHO
OCYIIECTBUTDH XUILIEHUE, U3MEHEHHE WM YHUUTOKEHHE HH(OpMaluu:

Yepes uenosexa:

e XHUIICHHE HOCHUTENEH uHpopManuy;

e YTeHue MH(OpPMAINH C SKpaHa UK KJIABUATYPHI;

e YTeHHE UH(OPMALMU U3 pacTIeUaTKH.

Yepes npozpammy:

e IIepexBaT MapoJieii;

o nemudpoBKa 3amudpoBaHHON HHPOPMAITUH;

e KONMHUpOBaHHE MH(OPMALIUU C HOCUTEIS.

Yepes annapamypy:
e MOJKIIYEHHUE CIELUAIBHO pa3pabOTaHHBIX amapaTHBIX CPEACTB, OOECIEUMBAIOIIMX JIOCTYN K
uH(popMaLuu;

e TepexBaT TMOOOYHBIX 3JCKTPOMArHUTHBIX W3JYYCHUH OT ammaparypbl, JUHHA CBSI3U, CETeH
SJICKTPOIIUTAHUA U T.O.

Oco0o0 crenyeT OCTaHOBUTHCA Ha Yrpo3axX, KOTOPBIM MOTYT MOABEPraThCs KOMIBIOTEPHBIC CETH.
OcHoOBHast OCOOCHHOCTH JIO0OM KOMIBIOTEPHOM CETH COCTOMT B TOM, YTO €€ KOMIIOHEHTHI
pacripeniesieHsl B TipocTpaHcTBe. CBsA3b MEKAY y3JIaMU CETH OCYIIECTBISCTCS (PU3MUECKU C MOMOIIBIO
CETeBBIX JIMHUA W TPOrPaMMHO C MOMOIIBI0 MexaHu3Ma cooOmieHuid. [Ipu 3ToM ympaBisronme
COOOIICHUST M JaHHBIC, MEPeChUIacMble MEXIY Yy3JaMH CETH, MEpPEJaroTCsi B BHJIE MAaKETOB OOMEHA.
KOMHI)IOTepHI)IC CCTU XapPAaKTCPHBI TCM, YTO IMPOTUB HUX HNPCANPUHUMAIOT TaK HA3BIBACMBIC YIAJICHHBIC
aTaky. HapymmTenb MOXET HaXOIMTHCS 3a THICSYM KHJIOMETPOB OT aTaKyeMoro OOBEKTa, MPH STOM
HalmaaCHUIO MOXKCET MOABCPrarbCa HE TOJBKO KOHKpGTHBIfI KOMIIBKOTEP, HO H I/IH(l)OpMaIII/IH,
nepearoIIasics Mo CETeBbIM KaHaIaM CBSI3U.

Oobecneuenne HHGOPMAIHOHHOM 0€30MMACHOCTH
dopmupoBaHue pexuMa HHGOPMaLMOHHON 0e30M1acHOCTH — MpobiieMa KoMIUIeKCHas. Mepbl 1o
€€ PELICHUIO MOXHO MTOAPA3IeNINTh Ha IISITh YPOBHEH:
1. 3axonooamenvhuii. OTO 3aKOHBI, HOPMAaTUBHBIE aKThI, CTAHAAPTHI U T.II.
HopmartuBHo-nipaBoBasi 6a3a onpeaensomas opsIoK 3aluThl THPOPMALIUH:
2. Mopanbvno-smuueckuii. BceBo3MOXHbBIE HOpPMBI TOBEACHMS, HECOOTIOJEHHE KOTOPBIX BEIET K
NaJICHUIO NIPECTHKAa KOHKPETHOTO YEJIOBEKA WIIN LIEJION OPTaHU3alHH.
3.  Aomunucmpamuenwui. JlevictBuss  oOmiero  xapaxkrtepa, MNpPeAIpPUHUMAEMble PYKOBOACTBOM
opranuzaiuu. TakuMH JOKYMEHTaMH MOTYT OBITh:
e TMpUKa3 PYKOBOJAUTENS] O HA3HAYEHHHM OTBETCTBEHHOro 3a olecredeHre HMHPOPMAIMOHHON
0e30IMacHOCTH;
e JIOJDKHOCTHBIE 005I3aHHOCTH OTBETCTBEHHOTO 3a oOecrneueHue HHPOpMaIlMOHHOM 0€30acHOCTH;
e MEpeYEHb 3alIMIIAeMbIX HHPOPMALMOHHBIX PECYPCOB U 0a3 TaHHBIX;
e HMHCTPYKIIMIO, ONPEIEIISIONIYIO MOPSA0K MPeI0oCTaBlIeHNs HHPOPMAlMU CTOPOHHUM OpPTaHU3alUsiIM
10 UX 3aIpocam, a TaKXkKe 110 IIpaBaM JOCTyNa K HEW COTPYIHUKOB OpraHU3aliy.
4. @u3suueckuit. MexaHn4eCKHE, HIEKTPO- U JIEKTPOHHO-MEXAHUYECKHUE MPEMATCTBUS HAa BO3MOXKHBIX
MyTAX IPOHUKHOBEHUS MOTEHIUAIBHBIX HAPYIIUTEICH.
5. Annapammno-npozpammuutii (3NEKTPOHHBIE YCTPOIICTBA M CHEIMAIbHBIE MPOrpaMMBbl 3aIIUTHI
UHpOpMaLINN).
[IpuHsATHIE MEPHI TIO CO3/IaHUI0 O€30TaCHOW HMH(POPMAITMOHHON CUCTEMBI B IIKOJIC:
e Oo0ecrieueHa 3amUTa KOMIBIOTEPOB OT BHEUIHMX  HECAHKIMOHHMPOBAHHBIX  BO3JEHCTBUI
(KOMTIIBIOTEPHBIE BUPYCHI, JIOTHYECKHE OOMOBI, aTaKu XaKEPOB H T. 11.)
e VYCTaHOBIIEH CTPOTUIl KOHTPOJb 32 AJIEKTPOHHON MOYTOH, OOECIEeYEeH MOCTOSHHBIN KOHTPOJIb 3a
BXOJIAILIEH U UCXOAIIECH KOPPECTIOHACHIIUEH.
e YcCTaHOBJIEHBI COOTBETCTBYIOLIME NTapOIHu Ha nepcoHanbHble 11K.
e lcnonb30BaHbl KOHTEHT-QHIBTPBI, A QUIBTPALMH CAaHTOB MO UX COAECPKUMOMY.



Enunass COBOKYMHOCTh BCEX ATHX MEp, HANpPaBIECHHBIX HA MPOTUBOJACUCTBUE yrpo3aM OE30MaCHOCTH C
IENTBI0 CBE/ICHUSI K MUHUMYMY BO3MOXKHOCTH yIiep0a, 00pa3yroT CUCTEMY 3aIlIUTHI.

CrienuanucTbl, UMEIOIINE OTHOIICHWE K CHUCTEME 3allUThl JIOJDKHBI MOJHOCTHIO TPEICTABIATH cede
NPUHIUIBI e¢ QYHKIIMOHUPOBAHUS M B CIIy4ae BOSHUKHOBEHHS 3aTPYIHUTEIbHBIX CHUTYallUl aJeKBATHO
Ha HUX pearupoBath. [1oj 3amuTo# T0KHA HAXOIUTHCS BCS CUCTeMa 00paboTKu WH(OpMAIIUK.

Jluma, 3aHMMaronmecss obOecrieyeHueM HWHQGOPMAIMOHHON 0€30MacHOCTH, JOJDKHBI HECTH JIMYHYIO
OTBETCTBEHHOCTb.

HanexxHass cucrema 3aliuThl JIOJDKHA OBITH TOJHOCTBEO IMPOTECTHPOBAHA M COTJIACOBAaHA. 3aliuTa
ctaHoBuTcs Oosiee d(hdekTBHONW M THOKOH, €Clii OHAa JOIMYCKaeT M3MEHEHHE CBOMX IapaMETPOB CO
CTOPOHBI AJIMUHUCTPATOPA.

B 3akiroueHue cBOEro JI0KJIaga XOTeNOCh Obl JaTh HEKOTOPBIE PEKOMEHIAIMH IO OPTaHU3aIMH PabOThI
B MH(QOPMAIIMOHHOM MPOCTPAHCTBE, YTOOBI yOepeub ceOs M CBOMX OJIM3KHX OT HHTEPHET-TIPECTYITHUKOB.

PexomeHnaanuu o opranu3anuu padorsbl B MHGOPMAMOHHOM NMPOCTPAHCTBE
1. ITepen HavaoM pabOTHI HEOOXOIUMO YETKO C(HOPMYITHPOBATH IIEITh U BOMPOC MOUCKA HHPOPMAITHH.
2. XenarenbHO BBIPAOOTATh ONTHUMAIBHBIM aNrOpPUTM MOKMCKa HHpOpMaUK B ceTu VHTEpHeT, 4To
3HAYUTEJIBHO COKPATUT BPEMS U CHUJIbI, 3aTPAaY€HHbIE HA IIOUCK.
3. 3apaHee YCTaHOBUTb BpPEMEHHbIM AMMUT (2-3 wyaca) paboTbl B MH()OPMAIMOHHOM IPOCTPAHCTBE
(mpocMoTp Tenenepenayu, ureHue, Uutepuer).
4. Bo Bpemsi paboThl HEOOXOOUMO JAenaTh MepepplB Ha 5-10 MUHYT uis CHATHS (PU3HMYECKOro
HAIPSDKEHUS U 3pUTEIbHON Harpy3KU.
5. HeoOxomumo 3Hath 3-4 ymnpakHEHHUs [UIsl CHSTHUS 3PUTENBHOTO HANpPSDKEHUS U (U3UYECKOU
YCTaJIOCTH.
6. PaGoTaTh B XOpOIIIO IPOBETPEHHOM MOMEIICHUH, TPH ONTHUMAJILHOM OCBEIICHUU U B y00HOI mo3e.
7. He cToUT JISTKOMBICTICHHO 00paIiaThbes co CraM-IIMChbMaMH M 3aX0IUTh Ha HeOe30MacHbIe BeO-CaNThI.
J171s UHTEepPHET-NIPECTYIMHUKOB Bbl CTAHOBUTECH JIETKON JTOOBIYCH.
8. Ilpu peructpanum B COLUMANbHBIX CETSAX, HE YKa3blBaliTe CBOM INEPCOHAJbHBIE JAAHHBIE, HaIPUMeEp:
aZipec WIN ACHb POKIACHUS.
9. He ucnonp3yiiTe B JOrMHE WK NapOJie IEPCOHAIBHBIE TaHHBIE.
10. Bece 3TO M0O3BOJISAET MHTEPHET-NPECTYITHUKAM ITOJTY4YUTh JaHHBIE TOCTYIA K aKKayHTaM 3JIEKTPOHHOU
MOYTHI, a Takke MHPuIMpoBaTh nomamiHue 1K ans BkiItoyeHHs ux B OOT-CE€Th WIM AJIS MOXMILEHUS
0AaHKOBCKUX JAHHBIX POAUTEINEH.
11. Co3pnaiite coOCTBEHHBIN MPOPUIb Ha KOMIIBIOTEPE, YTOOBI 00€30MacUTh MH(HOPMALINIO, XPaHALIYIOCS
Ha HEM.
12. He 3a0sbiBaiiTe, yTO (paKThl, O KOTOPBIX BBl y3HaeTe B MIHTepHETE, HY’)KHO OUYE€Hb XOPOILIO TPOBEPUTD,
ecliu BeIOyJIeTe UCIOb30BaTh UX B CBOEH JoMalHel padore. LlenecooOpa3Ho CpaBHUTH TPU UCTOYHUKA
uH(pOpMaLnH, IPEXk/Ie YeM PEIIUTh, KAKUM UCTOUHUKAM MOXKHO JI0BEPSTh.
13. O nocroBepHOCTH UHPOPMALIUH, TTOMEIIEHHON Ha caiiTe MOKHO CyJUTh II0 CAMOMY CalTy, y3HaB 00
aBTOpAx camra.
14. Pazmemas uHdopmaiuio o cebe, CBOMX OMU3KMX M 3HAKOMBIX Ha CTPAHMIIAX COLMAIBHBIX CETeH,
CIIPOCHUTE TIPEABAPUTENHHO pa3pelIeHUe y TeX, 0 KoM OyeT 3Ta nHdopMaIus.
15. He cinenyer pa3meniath Ha CTpaHUIIAX BeO-caiiToB cBou (oTorpaduu u Gororpaduu cBoUX OIM3KUX
Y 3HaKOMBIX, 332 KOTOPbIE BaM IIOTOM MOXKET OBITh CTBIIHO.
16. CobmnroaiiTe mpaBuiIa 3TUKU NpH o0IIeHUuN B MIHTepHEeTe: Tpy0OCTh MPOBOLMPYET APYTHX HA TaKOe
e TOBEJICHHE.
17. Hcnone3ys B cBoed pabGoTe MaTepual, B3ATbI M3 HH()OPMAIMOHHOTO HCTOYHMKA (KHUTA,
nepuoanyeckas rneyarb, IHTEepHET), cieayeT yka3aTh 3TOT UICTOYHHUK MH(OPMAaIlUU WM CIENIaTh HA HETOo
CCBUIKY, €CJIM MaTepuall ObUT BaMH repepaboTaH.



